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THE ROLE AND PLACE OF THE INFORMATION WAR

IN THE MODERN HYBRID WAR

Problem statement. Information warfare is one of
the most important tools of hybrid warfare; moreover, the
information component is contained not only in various
elements of a hybrid war, but can also play an independent
role in international confrontation and act as a separate
type of contactless combat operations. It poses the greatest
threat, since the purpose of this war is to manipulate
consciousness and master the peoples’ minds. Information
war as a phenomenon has existed for many centuries, and
its recognition is at the stage of formation, but at the same
time, its destructive and destabilizing effect is recognized,
and various measures are being taken to resist both the
information threat and the hybrid war in general.

Analysis of recent research and publications.
Among scientific researches in the field of the importance
of the information war in the process of formation of the

Hybrid warfare is a combination of various techniques from non-military means used to weaken the
enemy, destroy statehood, undermine its culture, spiritual values, and economic stability. These hostilities
have no declared start, no established front line, no combatants, but there are specific goals that the parties
to the undeclared conflict seek to realize. At the same time, information warfare is one of the most important
tools of hybrid warfare, moreover, the information component is contained not only in various elements of a
hybrid war, but can also play an independent role in international confrontation and act as a separate type of
contactless warfare. It poses the greatest threat, since the purpose of this war is to manipulate consciousness
and master the minds of people. Information warfare as a phenomenon has existed for many centuries, and
its recognition is at the stage of formation, but at the same time, its destructive and destabilizing effect is
recognized, various measures are taken to resist both the information threat and the hybrid war as a whole.
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hybrid war there were developed a number of theoretical,
methodological and methodical approaches by foreign
and domestic scientists such as B. Milner, I. Nonaka and
X. Takeuchi, P. Senge, V. Bukovich, K. Viig, D. O’Leary,
D. Snowden, Y. Vovk, M. Martynenko, A. Degtyar and
M. Bubliy, A. Nalyvayko, N. Butenko, N. Smolinska and
I. Hrybyk, S. Leonov and other scientists. At the same
time, it is important to note that at the beginning of the 21st
century, the understanding of the role and the place of the
information war in the modern hybrid war requests more
attention.

Formulation of the aims of the article. The purpose of
the article is to analyze the role and play of the information
warfare in hybrid warfare, its specific characteristics and
the way the information can influence the development of
the hybrid war.
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Presenting main material. The modern world is
experiencing a difficult period of exacerbation of
geopolitical contradictions associated with the new
redistribution of zones of influence. As a result of these
processes in many regions there is a significant increase in
instability, which actualizes the problem military security
of states. Despite global transformations world system,
the potential of military force is still considered one of the
effective factors of world politics.

Due to the current geopolitical situation and
revolutionary changes in the information technology
sphere there is an urgent need to form a modern concept
military security, which requires a new look at the ratio
of armed and unarmed methods of confrontation. The
national security of the state can be measured according
to various criteria, the importance of military potential
in its maintenance continues to be one of the priority,
since the role of military power in world politics has not
been decreased, but, as we can observe, it progressively
increases. Recent events have convinced that the military
aspect of the national security is relevant not only on a
theoretical, but also on a practical level.

The nature of wars and armed conflicts in the modern
world is undergoing significant changes, including in
connection with the emergence and practical application
of new methods of armed struggle. So, application
of armed means can be both combat and non-combat
nature, methods the conduct of hostilities can be both
direct and indirect. Hybrid warfare can be interpreted as
a model of war that tries to hide its military nature, as
well as the participation of state structures in it. That is
why the role of the information component in it sharply
increases, since real physical contexts are replaced by
inadequate informational contexts that hide and cover the
real state of affairs more intensively than is the case in a
war of the usual order. The unfolding situation, as a rule,
has no analogs in history, so it allows for a plurality of
interpretations. And this again requires intensified work of
the information mechanisms, which are trying to send in
the wrong direction, both the consciousness of the enemy
and their own population.

Hybrid warfare is already asymmetric in nature. US
military analysts use the term “asymmetric warfare” to
describe the strategies and tactics of US state and non-state
rivals seeking to achieve their strategic goals despite US
superiority in conventional military power. Asymmetric
methods of warfare, which ultimately boil down to using
the strength of one of the opponents against the weak
side of the other, have always been an integral part of a
successful strategy. Asymmetry naturally includes non-
kinetic approaches in the “grey zone” between war
and peace. However, the development of information
technology allows state and non-state actors to direct their
actions against political leaders and the public through the
globalized online media and the Internet. In the future, this
expands the concept of war and includes cultural, social,
legal, psychological and moral aspects, where military
force is less suitable for solving the assigned tasks [1].
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Today, the “information war” is an umbrella concept
that, by definition, covers scattered provisions from
many spheres of knowledge and forms a more complex
education from them that has an effective explanatory
power. Among the most common terms that are used to
refer to a variety of practitioner in the aspect of information
war, the following can be noted: safety information
systems, information superiority, information dominance,
critical infrastructure protection, operational security,
and many others. Information wars become increasingly
sophisticated and effective due to intensive development of
the information technology sector. Their negative impact
on a wide variety of values — as well as self-awareness — of
the affected party may not be felt for a long period, but
sometimes it goes unnoticed. Party using information
war is able to find an appropriate channel for its actions
due to interconnectedness and interdependence of many
infrastructures in the modern world.

Information warfare is one of the most extreme threats
to national security. The essence of the threat lies in the
achievement by any state of excessive superiority in the
information field. This superiority makes it possible to
influence the behavior of citizens, the political elite, the
military, and allows to model public opinion. Information
warfare expands the space of warfare; this type of war does
not have a front line. It is impossible to unambiguously
determine whether informational impact is being carried
out at the moment, it is also impossible to detect the
conduct of informational operations. Therefore, such an
impact is hardly recorded, and the authors of the operations
remain unknown. The situation with information wars is
complicated by the absence of any international legal and
moral norms for waging information war. Participants in
an information war can be any actor, from states and state
special services to any criminal group, including terrorists
[2]. To conduct such a war, technical means are needed, the
low cost of which makes information warfare accessible
even to ordinary citizens who do not suspect that their
intentions are criminal.

For the first time, the term “information war” was
used by the American science advisor Thomas Rona in
the report “Weapon systems and information war” for the
Boeing company in 1976. In particular, the author pointed
out that the information infrastructure is becoming a key
component of the American economy, but at the same
time it is becoming a vulnerable target, both in wartime
and in peacetime. The publication of T. Ron’s report was
the beginning of an active media campaign. The very
formulation of the problem aroused the interest of those
American specialists who deal with “classified materials”.
The US Air Force has been actively discussing the subject
since 1980. By that time, there was a general idea that
information can be both a target and a weapon.

If the goal of a classic war is to inflict damage on the
support systems of the enemy state, then the damage caused
by information wars is aimed at massive psychological
processing of people in order to destabilize the political
situation in the country. The main advantage of information
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attacks is the ability to achieve a goal without firing a
single shot, just imposing different values, different views,
reprogramming people’s minds in a way that is beneficial
to the enemy. And the main audience for such influence is
the youth and the ruling elite [3].

Information warfare is a war over ideas and values.
It is part of a psychological war, which is aimed at the non-
physical destruction of a person, but at the reorientation
of his or her consciousness. Considering the essence of
information war, it is necessary to point out that this war is
aimed at citizens, since information technologies penetrate
into everyday life, forcing everyone to be susceptible
to imposed ideas, so as to remain indifferent to others.
The danger of information attacks lies in the fact that if
they are successfully executed, society undermines from
the inside, and destroys it in the end result. There are three
goals of information war: control of the information space
for use for their own purposes; control over information
flows for carrying out information attacks on the enemys;
improving the efficiency of the armed forces through
military information functions.

The main methods of information warfare are methods
of information and psychological impact, which can also
accompany other elements of a hybrid war. The impact can
be carried out by various means (information), where the
dissemination of information is the main factor of influence.
Thus, the government can prepare the people for a positive
assessment of the military policy of its state and form
patriotic views through the media, or a probable adversary
can introduce ideas and moods that are beneficial to him or
her, opposite in direction. A system of trade financial and
economic sanctions is applied. This leads to a weakening of
the state’s economy, a drop in living standards, household
difficulties, an increase in the number of epidemiological
diseases and, as a result, citizens’ dissatisfaction with the
existing situation. The pressure can come from political
means. Thus, the support of opposition parties and
movements by foreign investors is carried out in order
to put pressure on the political leadership of the country.
The main component of information warfare is the
information and psychological warfare. It acts as an
instrument of 27 psychological influence on the masses,
contains the means and methods of influencing the minds
of people. The use of any influence on the psychological
state of a person in order to change his or her motivation,
especially during the conduct of certain hostilities or
preparation for them, refers to such a type of information
war as psychological warfare. There are no moral
restrictions in psychological warfare; any means of
undermining the enemy’s morale are allowed, like murder,
poisoning of water and food, sabotage, even terror, which
makes it similar to a hybrid war, at least in terms of its
general tools [4].

Information and psychological operations (actions) of
the enemy in cyber space require the use of various Internet
resources. Examples of information and psychological
operations are the preparation and dissemination of
specific information on social networks and other

Internet resources aimed at discrediting the Ukrainian
authorities, ATO command and military personnel
within the campaigns “If not for the generals,” “Generals
traitors to Ukraine,” “Glory to Ukrainian artillery” etc.
Disinformation, or unverified, fake information, including
the use of special technologies to increase the rating of
such messages, is often disseminated in the national cyber
space as military patriotic resources. Thus, “hybrid war” is
a high-tech conflict. This is a continuation of the policy of
the state and/or coalitions, political groups, transnational
corporations and non-state actors. The purpose of the
conflict is to impose the will of the actors on their
opponents through integrated adaptive and asymmetrically
synchronized destructive means of influencing them in a
multidimensional space and in different spheres of life.
Hybrid warfare rationally combines conventional and
unconventional components with an emphasis on the
use of multiple sources and modes of attack, synergy
of results, and a high level of uncertainty for opponents
regarding ultimate strategic goals [5].

Information war presents a rapidly developing and
all the hard-to-define realm of real interests for defense
strategists and policymakers. A source of growing interest
in this area can be considered the so-called information
revolution, which is based on the accelerated evolution of
cyberspace, microcomputers and related technologies. For
militaristic purposes, each of the warring parties seeks to
use information war, the global information infrastructure
and the corresponding advanced technologies. Coalitions
involved in mutual information war possess significant
resources, including complex control systems and
infrastructure, exercising tight control over cash flows, air
traffic, electricity, natural resources (primarily gas and oil)
and other information-dependent objects. Conceptually,
in if the adversary attempts to destroy these systems and
infrastructures using information warfare technologies,
the information warfare for the wounded side takes on a
strategic character.

In hybrid conflicts, the main goals are to seize control
over society, influence the mentality of people, manipulate
people who are responsible for making important
decisions in the state. The enemy is trying to manipulate
the basic values, motivational factors, cultural basis and
strategic, communication and critical infrastructure of
the country. This is achieved by a complex, balanced
exercise of influence using soft and hard power. That is
why critical elements of systems, in other words, objects
of asymmetric actions in hybrid conflicts, are important
for key elements of systems (components, subsystems) of
the state, political, diplomatic, social, technical, energy,
financial, cyber, socio and cyber, information and other
systems. The influence on them within the limits of
optimal measures and correlations of the parameters
of space, time and resources for the party exerting this
influence leads to the desired, purposeful, fast, cascading,
synergistic and destructive changes (disturbances) for
these systems in their relations, structures, processes and
results of functioning [6].



Bueni sanucku THY imeni B. 1. Bepnaacbkoro. Cepisi: EkoHOMiKa i ynpaBninHs

Today’s international situation is characterized by
a new round confrontation of geopolitical subjects
associated with the redistribution of zones of influence in
the modern world. Moreover, this struggle is carried out in
mainly unarmed ways, but in new ways, involving the use
of economic sanctions, information technology, terrorist
operations, the use of which can destabilize the situation
on the territory of the enemy.

The emergence in the modern world of new ways of
fighting for power and resources associated with the need to
modernize the military security system countries, expanding
its capacity to deal with new threats and counteracting them.

In this regard, it is obvious that understanding the
nature of modern risks and threats caused by attempts by
a number of political actors to implement redistribution
of the world, will form a more effective defense of the
national security of states.

Conclusion. The policy of the state in relation to
advanced technological, information and cyber security
systems has become one of the most important components
of'the national security policy in the military sphere. Modern
technologies have changed the ability to influence enemy
forces, giving rise to the need to reorganize management
and protection against soft and military methods of
influence, including training personnel to continuously
maintain the combat readiness of forces. The experience
of various countries that have already faced new forms of
hybrid warfare proves that a high level of national security
and defense must be maintained even in the context of the
global economic crisis and significantly reduced military
spending. Expanding the battlefield beyond kinetic
operations and attacks on infrastructure requires the
integrated use of both traditional force doctrines and new
technological and synergistic planning.
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POJIb TA MICHE IH®OPMAIIIMHOI BIMHU Y CYUYACHIM I'BPUJTHIN BIMHI

Heobxiono 3aysasxcumu, wo ceped cyuacHux Haykogux nioxodieé 00 Kiacugikayii munie 60€H max 36aH020 «uem-
8epMO20 NOKONIHHAY 6AJICKO 3YCMPIMu KOHYyenmyanizayilo 2iopuonoi silnu sk okpemozo muny eitinu. Lle, neput 3a
6ce, NO8'A3aHO 3 MUM, WO 8 HAYYL, 0CODIUBO YKPAIHCHLKOL, ICHYIOMb IHOOT 0laMempanbHo Pi3Hi Ni0X00u 00 BUSHAYEHHS
nousamms 2iopuoroi itinu. I'iopudHa 8itina A615€ cOO0I0 CYKYNHICTb PIZHUX NPUTIOMIB 3 HeBIlICbKOBUX 34c0018, BUKOPU-
CMOoBY8anux 07151 0C1a0IeHHs NPOMUBHUKA, PYIUHYBAHHS 0ePAHCABGHOCHI, NIOPUBY 1020 KYAbIMYPU, OYXOEHUX YIHHOCMEL,
ekoHoMiuHOI cmabinbHocmi. Y 0anux 60t06ux Oill HeMAae 020JI0ULeHO20 NOYAMKY, HEMAE 6CMAHOBLEHOL IIHIL ppoHmy,
Hemae KomMbamanmis, aje € KOHKpemHi Yini, aKi npazHyme peanizyeamu 60Ky Heo20n0ueH020 Kongaikmy. ¥ moi sce
yac ingopmayiina 8ilHA € OOHUM 3 HAUBANCIUBIWUX [HCMPYMenmie 2iOpuoHoi 6iliny, Oinbuwl Mmoo, ingopmayitina
CK1a008a MICMUMbCS He MINbKU 8 PI3HUX eleMeHmax 6ilHu 2iOpUoHoi, ane i modce gidiepasamu camoCcminiiy poib
8 MIHCHAPOOHOMY NPOMUCMOAHHI | BUCMYNAMU OKpeMUM 8UOOM Oe3KOHmakmHuux 6otiosux Oiu. Bona saeniec coboro
HAUOITbULY 3a2po3y, OCKIIbKU Memolo Yici GilHU € MaHInYIayis c8i0oMicmio i 0680100iHHs ymamu Jaodel. 1iopuonoi
8ilHI nepedye docums Mpueala i KOMNJIEeKCHA NiO20MOBKA, a momy il nepedyioms 2iOpuUoHi 3a2po3u, SKi, no cymi, €
BUKIUKAMU OJi8 Oeparcasu. JJo maxkux 3a2po3 MOAICHA BIOHECU: CMEOPEHHS NOLTMUYHUX [ 2DOMAOCHKUX PYXi6, AKI CUMNA-
MuU3yImes MaudymubOMy azpecopy; Haid200dCeHHs CAPUAMIUBO20 IHHOPMAYIIHO20 NOJISL, NPONA2aHIY; HAB'3Y8aHHs
azpecopom GIACHUX ICIMOPUYHUX, KVIbMYPHUX, [0e0N02IYHUX YIiHHOCmel mowo (modomo, ece me, Wo NOKIUKAHE 3d
00NoM02010, MAK 38AHOI, «M'KOI CUTU» CXUAUMU HACENeHHS HA CMOPOHY azpecopa). Boouwouac, mpeba 3asnauumu,
wo ingopmayitina 6ilina AK seuwe iCHye 6esniy cmonim, a i USHAHHS 3HAXOOUMbCSL HA emani CMAaHOBIeHH, ale
npu YyboMy, 8USHAEMbCA i1 pYUHYE | decmabinizyiouull 6NIUS8 I NPULMAOMbCs Pi3Hi 3aX00U 3 Memoio NPOMUCmMosimu
AK iHpopmayitiny 3aepo3y mak i 2iOpudHoi 6iuHi 6 yinomy. B yinomy, opmysanus €Ounoi komniekcHoi Kouyenyii
2iopuonoi @iliny, Konyenmyanizayis NOHamms 2iOpUOHOI GIUHU 6 NOAIMUYHOMY OUCKYPCI | nooanvule 3aKpinienHs
11020 8 HOPMAMUBHUX OOKYMEHMAX 00380JIAI0Mb BUBECMU HAYKOBI OOCIIONCEHH Yb020 ABUULA HA SKICHO HOBULL PIBEHb.
Hooanvuwi docniodxcenHs NOGUHHI BUABUMU OKpeMi eleMeHmuy 2i0puoHoi 8iliHu, 0coOnU80CMI NPOBEDeHHs onepayill,
Mexauizmu npomudii 2iopuoHoi GitiHi.

Knruosi cnosa: 2iopuona sitina, ingpopmayivna eilina, ingpopmayis, npomMucmosiiHs, YiHHOCMI, KOHKYPEHYIs.
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POJIb U MECTO HH®OPMALIMOHHOI BOWHBLI B COBPEMEHHO¥ T'MBPUHOI1 BOITHE

Tubpuonas sovina npedcmagasiem coboli COBOKYRHOCIb PAIUYHBIX NPUEMOB C HEBOCHHBIX CPEOCME, UCNONb3YEMbIX
011 0CabNeHus NPOMUBHUKA, PA3PYULEHUA 20CYOaPCMBEHHOCIU, NOOPbIEA €20 KYIbIypbl, OYXOGHbIX YEeHHOCMel,
9KOHOMUUECKOU cmabunbHocmu. B oannvix boegvix Oeticmeuil Hem 00bABIEHHO20 HAYALA, HEM YCHAHOBIEHHOU TUHUU
@ponma, Hem KOMOAMAHMOS, HO eCb KOHKPENHble Yell, KOMopble CMPEeMAMCA Pedaiu308any CMOpoHbl HeOObAGNEHHOU
KoHauxma. B mo dce epems un@dopmMayuoHHas 60UHA 6N sl OOHUM U3 ANCHEUULUX UHCIMPYMEHMO8 2UOPUOHOLL BOLIHbI,
bonee mo2o, UHPOPMAYUOHHAS COCMABNAIOUIASL COOEPICUMCA HE MONLKO 8 PASIUUHBIX TIeMEHMAX 60UHbl 2UOPUOHOT, HO
U MOdICem Upamv CamMoCmMOSIMenbyio poib 8 MeHCOYHAPOOHOM NPOMUBOCHIOAHUL U BLICHIYNANNbG OMOENbHLIM GUOOM
beckonmakmHuix Ooesvix deiicmsuti. OHa npedcmagngem coOoUl HAUOONLUWYIO YePO3Y, NOCKOIbKY Yelbio MOl BOUHbI
AGNACMCA MAHUNYIAYUS COIHAHUEM U 081A0eHUs. ymamu aiooeil. Hnpopmayuonnas 6olina Kax sgleHue cyuwecmeayem
MHOHCECTNBO 8€K08, 4 ee NPUSHAHUEe HAXOOUMCS HA Imane CMAHOSIeHUs, HO Npu SMOM, NPUSHACMCA ee paspyuiaen
u decmabunuzupylowee gruAHUe U NPUHUMAIOTCA PA3TUYHbBIE MePbl C Yelblo NPOMUBOCTNOAMY KAK UHDOPMAYUOHHYIO
V2po3y max u 2ubpuoHoll 80liHe 6 YelroMm.

Knioueevie cnosa: eubpuonas 6oiHa, UHOOPMAYUOHHAA 6OUMA, UHDOpMAYUs, NPOMUBOCMOSHUE, YEHHOCMU,
KOHKYPEHYUSL.



